Type-Driven Gradual
Security Typing

~ Matias Toro, Ronald Garcia, Eric Tanter
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Implicit Information Flows
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High-Security data can affect control flow of a program
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Assignment Can Leak Info!
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Security Typing Judgment
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Carpal Typing Syndrome
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‘Gradually Secure” Program
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What do types tell us?

Ly gl 8 Thahelh —= dbpholal e el =
fun pub priv =>




What do types tell us?
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Take 1: Upper-bounds on security tags
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What do types tell us?
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Take 2: Non-interference

~ Constrains relationship among runs of the code
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What do types tell us”

let mix : IntL -> IntH -> IntlL =

Milner Award Lecture: The Type
Soundness Theorem That You Really
Want to Prove (and Now You Can) -
POPL 2018

Type systems—and the associated concept of “type...

Proof Technique: Logical relations
Modular, compositional, static reasoning about security

Heintze and Riecke. The Slam Calculus: Programming with Secrecy and Integrity
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What do types tell us?

let mix : IntlL -> IntH -> IntL =
fun pub priv =>
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‘Gradually Secure” Program
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Gradual Label Precision

g1 L go

AN







Consistent
_abel Ordering

g1 = 9o




Consistent Ordering




Consistent “Ordering”
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Gradual Types
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Gradual Types
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Gradual Types

Consistent Conservatively
Subtyping extends subtyping

(but not really a
U]. U2 subtyping relation)




Consistent Subtyping
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Consistent Subtyping

Int; < Intgy Does ' denote
safe substitutibility
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Lifting Typing Rules
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Dynamic Semantics:
Runtime Type Safety Argument

Garcia et al. Abstracting Gradual Typing (POPL 2016)
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Noninterterence (roughly)
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lTheses

* Types let you reason about program fragments

* Type Systems are not their Type Checkers
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Conclusion

e Gradual typing is relative: not just for “scripting”

 (Gradual typing conservatively extends two
related languages
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